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This form should be filled out by the requestor and submitted to cryptoapi@cuanswers.com via PGP encrypted email. The public key for cryptoapi is available for download at ldap://keyserver.pgp.com.
	Requesting Institution
	
	     

	
	Address:
	     

	
	Address:
	     

	
	State:
	     

	
	Zip Code:
	     

	
	URL:
	     

	
	
	

	Administrative Contact
	
	     

	
	Phone #
	     

	
	Email
	     

	Primary Technical Contact*
	
	     

	
	Phone #
	     

	
	Email
	     

	
	Alt. Phone #
	     

	
	Challenge Question
	     

	
	Challenge Response
	     

	Alternate Technical Contact*
	
	     

	
	Phone #
	     

	
	Email
	     

	
	Alt. Phone #
	     

	
	Challenge Question
	     

	
	Challenge Response
	     

	Requestor’s Operating System
	
	     

	Requestor’s Web Server Application
	
	     

	Requestor’s server IP address(es)
	
	     


Process

Upon receipt of this document, CU*Answers’ staff will contact you to initiate the integration. You may be required to sign a license agreement to use the Crypto API. We will then provide the correct version of Crypto API software for your platform and issue you a private key via PGP encrypted email. There is no charge for Crypto API. Detailed integration instructions are included in the Secure Data Exchange with CU*Answers CU*CheckViewer Triple DES Crypto API Web Specification document. Please consult this document for further instructions and integration examples.
When you are ready for testing, let our team know and we will configure our servers to accept and process your requests.
*The technical contacts will be the sole individuals able to request keys or other security related information from CU*Answers. They will also be the primary contacts CU*Answers’ staff uses in the event of a problem with connectivity to your servers. Please ensure these individuals are available in the event of an emergency to reduce the length of any service interruptions.
Procedures for submitting security-sensitive requests
For security purposes, only authorized individuals will be able to request security-related information, such as private keys, from CU*Answers. These individuals are the primary and alternate technical contacts. The preferred method of communication is via PGP encrypted email. If requests are received over the phone, the caller will be asked the Challenge Question, and assistance will only be given if the proper response is given.
If you have questions, please contact us at 616-285-5711 or at cryptoapi@cuanswers.com.
