Mobile App
Card Controls

INTRODUCTION

Put your members in control of their plastics! Card Controls allows your
members the option to “turn off/on” their credit or ATM/Debit cards
themselves via your mobile app in a feature called “Manage My Cards”.

This FREE service gives members more control over when their cards are
available for use, limiting the window of opportunity for fraudulent or
unauthorized use.

Credit unions can also elect to allow members to set up and turn on card
notifications within Manage My Cards. Activity Alerts is a service where
members can request push notifications from the app regarding transactions
over a certain balance limit, and other types of transactions, such as foreign
or card not present.

Interested in adding the Mgnage My
INTERNET S s o mopile ev?
R E TAI L E R irsc@cuanswers.com or read on in

SUPPORT CENTER th1§ gu}de f01.* further details on
activating this awesome product.

For an updated copy of this booklet, check out the Reference Materials page of our website:
https://www.cuanswers.com/resources/doc/cubase-reference/
CU*BASE" is a registered trademark of CU*Answers, Inc.


http://www.cuanswers.com/resources/doc/cubase-reference/
mailto:irsc@cuanswers.com
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CREDIT UNION ACTIVATION

CONTACT THE INTERNET RETAILER SUPPORT CENTER

INTERNET When you’re ready to offer Manage My Cards to your
® RETAILER members via your mobile app, contact the IRSC to

surroRr cintes  begin the process. You can easily add both card
controls and activity alerts to the Manage My Cards
feature by adding the products to your IRSC store cart.

Following the request, an IRSC team member will contact your credit union
to begin the testing process, customize your options, and allow your staff to
get a feel for the product before releasing it to members. Once you are ready,
the IRSC team will update your Apple and Android app offerings, and
members can get in the driver’s seat!

Following is a link to the store page to get started:

https:/ /store.cuanswers.com/product/add-manage-my-cards-and-
transaction-activity-alerts-to-mobile-app/

BACK OFFICE CONTROLS

Self-Processing credit unions can turn these features on before contacting
IRSC for the app update by selecting OPER menu Tool #5392 selecting the
appropriate vendor, and selecting the boxes to turn on the desired features.
Note that the mobile app must also be updated and IRSC must still be
contacted for extended set up.
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ATM/Debit/Credit Vendor Configuration (Tool #5392)

S Session 1 CU*BASE GOLD - ABC CREDIT UNION - 17:56:18 =l = ==
File Edit Tools Help
ATM/Debit/Credit Vendor Configuration UPDATE
Vendor ID Vendor name
Description

Card purge supporte:

# of months card inactive 99
# of months card closed 99

Maximum # of purged cards

Selecting these ¥] Allow member activation/deactivation for debit/ATM cards
Options On|y ¥] Allow member activation/deactivation for credit cards
activates the \/ Send email fi ion after card activation/d ivati Change by member Change by CU employee Both @ None
. ¥] Allow card notifications
CU*BASE portion of

Rewards program supported

COangUI’athn. You Activate VAU/ABU stored card detail update

must contact IRSC
to complete the
mobile app update.

CU%BASL,

operator ¢

€I*"nNE rri?2ae@

To configure card controls and the Manage My Card options for your credit
union, access the vendor configuration and select the appropriate options for
the specific vendor (either ATM/debit or credit cards).

To activate transaction activity alerts, select “Allow card notifications”.

Select the preferred option regarding email notifications for
activation/deactivation. “Both” indicates that a member will receive an email
notification whether they change the status on their card or a credit union
staff member changes their status on their card. “None” indicates that
regardless of the change or who makes it, no email notification will be sent to
the member. (Members will always receive an alert in their secure message
center when they have updated their card status.)
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Status Message in the Secure Message Center

wl 56

View Message X

Card Status Notification
Delive
ount Membershif
The status of your ATM/Debit card was changed on
06/15/23. For your protection we are sending this
message as confirmation to verify that this change was
made according to your instructions. If you did not initiate
this change, please contact your credit union immediately.
Remember that if you have more than one membership at
the credit union, the change may have only affected one of
these accounts.

Message Show Above

Card Status Notification

The status of your ATM/Debit card was changed on
06/15/23. For your protection we are sending this
message as confirmation to verify that this change was
made according to your instructions. If you did not initiate
this change, please contact your credit union immediately.
Remember that if you have more than one membership at
the credit union, the change may have only affected one of
these accounts.
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USING CARD CONTROLS: CREDIT
UNION ACTIVATION/DEACTIVATION

Once card controls are activated, members are able to control their plastic
via the mobile app, however, credit union staff have a level of control within
CU*BASE to temporarily deactivate or activate a member’s card as well.

By accessing Tool #11 ATM/Debit Card Maintenance or Tool #12
Update/Order Online Credit Cards after card controls have been activated
for your credit union and selecting to update the card status, staff can select
to change the status of the member’s card for them. This sends a Warm
Status message to the vendor in online maintenance only (it does not get

sent in the nightly file).

Change Card Status (Tool #11 or Tool #12)

S+ Session 0 CU*BASE GOLD - ABC CREDIT UNION
File Edit Tools Help

Bl e ==

Change Card Status UPDATE

Card #

BIN DEBIT CARD 2
Relationship account

Line 1 name

Line 2 name

Card type
Funding account

DEBIT

Vendor coopP
ADDITIONAL STATUS

[ AoTIvE

Depending on
status, the button

will read Deactivate \
or Reactivate. This

button is only visible Last Staug change: Date 12/28/2018

after card control
flags have been
turned on.

€22 BB Lrizae

User

Action ACTIVE

Reason DPEN
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CARD CONTROL STATUS CHANGE EXCEPTIONS

Internal Deactivation o

Credit Card Ending in 1234

Any card that has a status of catcredittrion
“Active” or “Member Deactivate” Aoy e or R
will be available to control =
within the app. S s

35418

(616} 245-6453

However, if internal staff apply a
warm status other than
“deactivate” to a member card,
that card is no longer available
to re-activate within the app
and the member will be
instructed to contact the credit
union - the phone number is
configurable during the IRSC
setup period.

Call

Card Status Change Failure

Occasionally, a requested card status change message will not successfully
register. In this case, a secure message center alert is sent to a member with
the following text:

An unexpected error occurred and we were unable to complete the status change that you
requested on (MM/DD/YY) for your (ATM/Debit/Credit) card. Please contact us directly
and we will help you complete this request.

CARD STATUS CHANGE EXCEPTION REPORT

As the status to activate/deactivate is sent in online mode only, not in
nightly batch maintenance, any exceptions to card status changes will not
appear on the standard nightly maintenance report or exception report.

To view and work any exceptions to the member card control status changes,
view the daily report LCSALGE found in CU*Spy.

Daily Member Card Status Exception Report (LCSALGE)

5/01/13 4:15:04 ZBC CREDIT UNION LCSRLEE PAGE 1

RUN oM E/0Ll/18 DAILY MEMBER CARD STATUS EXCEDTION REPORT USER QPERATOR
CERD NUMBER SEC¥ CRRD HOLDER NRME DRTE TIME SHORT DESC BEFORE SHORT DESC RFIER  VENDOR RESPONSE COLE
SESEEG ke ke, SETE 00000 JOHN K MEMEER 04/30 3:36:4Z MEMBER DERCTIVRTE ACTIVE FIPS NO RESPONSE
GELEEh*wewes]1 334 00000 JOHN K MEMBER 04/30 3:37:2Z1 ACTIVE MEMBER DERCTIVATE FTPS NO RESPONSE
TOTIRL CRRODS = F

#*+END OF REDORT***
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ANALYTICS AND REPORTING

ATM/DEBIT
CARDS:

Enter here the
selection criteria
Column/Field =
PCSTATUS and
Emp ID = 96.

Visit the Knowledge Base to view this information and more
strategies to analyze member utilization:
kb.cuanswers.com/cuanswers/ ext/ kbdetail. aspx?kbid=4622

As status changes are processed in an online-only environment, remember
that activation/deactivation changes are not sent in nightly batch
maintenance and do not appear on the batch maintenance report. However,
each status change record does appear on the End of Day Maintenance
Report (LELOG2).

It is also possible to create a more streamlined report using the CUFMAINT
table itself. Using Tool #159 Audit CU File Maintenance (CUFMAINT)
(shortcut: CUFMAINT), generate an inquiry using the following criteria:

Debit Cards in Tool #159 Audit CU File Maintenance (CUFMAINT)

B = )

S+ Session 1 CU*BASE GOLD Edition -
File Edit Tools Help

CU File Maintenance Inquiry What Was Changed

Date range: From |Oct @1, 2019 [MMDDHH e @ Table/File m
To Nov 22, 2019 | [&] [MMDDYYYY] )
. u /? Column/Field @ 1 selected Emp ID m 1 selected
Date Time 1D Account Type | Table/File | Column/Field Change Made (Before/After) Misc Info
Nov 22, 2019| 8:26:18| 96 001 |PANCARD PCSTATUS #8992 A ACTIVE
H MD MEMBER DEACTIVATE
Nov 22, 2019 6:45:55| 96 001 |PANCGARD PCSTATUS HIT86 A ACTIVE
H HD MEMBER DEACTIVATE
Hov 22, 2019 6:45:43| 96 001 |PANCARD PCSTATUS #3711 H HD MEMBER DEACTIVATE
A ACTIVE
Nov 22, 2019 6:22:33| 96 001 |PANGARD PCSTATUS #7788 H MD MEMBER DEACTIVATE
A ACTIVE
Hov 19, 2019(13:51:23| 96 001 |PANCARD PCSTATUS #8992 H HD MEMBER DEACTIVATE
A ACTIVE
Nov 18, 2019(21:11:11| 96 001 |PANCARD PCSTATUS #3711 A ACTIVE
H HD MEMBER DEACTIVATE
Nov 18, 2019(15:45:06| 96 001 |PANCARD PCSTATUS #8992 n ACTIVE
H MD MEMBER DEACTIVATE
Nov 18, 2019(15:44:32| 96 001 |PANCARD PCSTATUS #3992 H WD MEMBER DEACTIVATE
A ACTIVE
Nov 18, 2019(13:12:04| 96 001 |PANGARD PCSTATUS #3992 n ACTIVE
H MD MEMBER DEACTIVATE
Nov 16, 2019|17:01:32| 96 001 |PANCARD PCSTATUS #8992 H MD MEMBER DEACTIVATE
A ACTIVE

Who made the change
Exclude Sys Processes

Clear filter

€ITNE LG

? @

TIP: To view information for a specific member, enter the member’s account
number in the Account # filter field.
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Credit Cards in Tool #159 Audit CU File Maintenance (CUFMAINT)
*Sfon1 CU*BASE GOLD Edition - é EIEI@

File Edit Tools Help

CU File Maintenance Inquiry What Was Changed

Date range: From [oct 81, 20819 | [5] [MMDDYYYY]

Program @ TablelFile m
. To MMDDYYYY
CREDIT CARDS Ty 22,z Jol ColumniField [EEEY 1 selected  EmplID T 1 selected
Account #
Enter here the
lecti iteri Date Time 1D Account Type | Table/File | ColumniField Change Made (Before/After) Misc Info
selection criteria Nov 28, 2010 8:29:16] 96 858 |CCCTGDAT |CBBLKX #1255 0 ACTIVE
i = A M HEMBER DEACTIVATE
Column/Field oct 25, 2010|21:19:30| 9 860 |CCCTGDAT  |CSBLKX #6846 A M MEMBER DEACTIVATE
C5BLKX and Emp A ACTIUE
Oct 20, 2019 7:18:37| 96 868 [CCCTGDAT  |CSBLKX #6846 A ACTIVE
ID = 96. A M MEMBER DEACTIVATE
Oct 28, 2018 7:18:28| 9 860 |CCCTGDAT |CSBLKX #6846 A W MEMBER DEACTIVATE
A ACTIVE
oct 20, 2019 7:18:17| 96 868 |CCCTGDAT  |CSBLKX #6846 A ACT

IVE
A H MEMBER DEACTIVATE

*4

Who made the change

Exclude Sys Processes

Clear filter

€22 E L ji?2@

To print this information, or to further build a report using different tables
and columns, use Tool #100 CU*BASE Report Builder (Query) and the
same information as above to build your custom report.
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THE MEMBER EXPERIENCE

Congratulations! Your credit union has successfully activated, tested, and
implemented card controls on your mobile app. So, what does the member
see when they elect to use this new feature?

If your credit union has included Activity Alerts in your card controls, the
member will be prompted to enable push notifications from the app on their
device. If this skip this step or disable notifications from the app by tapping
“Don’t Allow”, they will not be able to access Alert Preferences later. (Note
that this is an iOS only step)

Push Notification Permissions

/ga\
“ CU" Would
Allow Push Notifications Like to Send You
Notifications

To receive activity alerts, you'll need to enable push Notifications may include
notifications for this app. alerts, sounds, and icon

badges. These can be
Enable Push Natifications

configured in Settings

Skip for Now
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MANAGE MY CARDS

Viewing Card Status and Recent Transactions

Once the member has either viewed or chosen to skip the slideshow, they
will be taken to the Manage Cards screen. On the feature’s main screen is
the locked or unlocked status of the card, as well as the status of alerts.

The Card Summary screens displays critical details of the card, associated
accounts, and payment information. Additionally, to help the member track
the card they are viewing, a Recent Transactions page shows them the 10
most recent transactions made with the card.

Manage My Cards Summary and Recent Transactions

7:48

« TestFlight

Recent Transactions For ++++ 1066

These are transactions for your card ending in 1066. If you
have other cards associated with this account, you can view
& search all account activity by accessing the account
details within your full account summary.

nd of Transaction History
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Activating and Deactivating a Card (Locking and Unlocking)

From the Card Summary screen, members can temporarily lock their credit
and debit cards associated with an account by simply selecting a card from
the summary page and following the prompts to lock the card.

Il LTE @m

Debit Card Account
001
Available Balance
$9985816.92
Activity Alerts off W

This card is Locked

Note: Temporarily locking your card prevents new purchases but
does NOT cancel your card. If your card has been lost or stolen,
contact your credit union using the directions below.

(& View Card Activity

A Report Lost or Stolen Card

ol LTE =

Unlock this Card?

Purchases will be allowed on
this card

Nevermind Unlock
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Once a card is successfully locked, transactions on the card will be denied
until the card is unlocked. If the user encounters a connection error, or if
there is a problem with the server processing the request, an error message
will notify them the operation could not be completed (and this status
message will appear on the exception report).

When a member successfully locks their card, they will be able to see its
locked status with a red lock icon. The locked status will be shown on the
Card Summary screen when the card is locked, as well as on the Manage My
Cards screen.

Cards can be unlocked the same way they were locked, by navigating to the
lock screen and tapping “Reactivate Card”.

If the lock fails, the member will get a messages telling them of this status.
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Reporting a Card Lost/Stolen

If a member were to lose their card or have it stolen, they must call to
request the card be canceled. The Report Lost or Stolen Card menu option
will populate with the configured phone numbers to call to report the card.

7:48 il LTE 7:48 Wil LTE

« TestFlight « TestFlight

This will be text informing members what to do about
Debit Card a stolen credit or debit card. It will be allowed to be
001 customizable for every CU standards.

ssss  ssss  sess  sase

$9985816.02 e Report Lost or Stolen Credit Card: (999)_.999-

9999
e Report Lost or Stolen Debit Card: (123) 456-
7890
Activity Alerts off W ® Include any other numbers as bullets here.
This card is Locked
Note: Temporarily locking your card prevents new purchases but
does NOT cancel your card. If your card has been lost or stolen,
contact your credit union using the directions below.
(& View Card Activity
A Report Lost or Stolen Card
—. N
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TRANSACTION ACTIVITY ALERTS

Enabling Activity Alerts

As long as the member has allowed notifications on their device, they can
enable Activity Alerts for the cards in the Card Controls. Notifications will
automatically be disabled for cards until the member enables individual
cards. While enabling notifications is device specific, the individual settings
for each card will be applied to any device set up with the members account.

Enabling Activity Alerts (Global)

wll LTE H al LTE

aill LTE

Manage Cards X ATM/Debit Ending In X

Debit Card Ending in X

Enable Activity Alerts

Enabling Activity Alerts will allow us to send alerts for this card to
this device.
$254.81

INTANDEM

CREDIT UNION
EST. 1956

Activity Alerts off W

This card is Active ( )
J

Note: Temporarily locking your card prevents new purchases but
does NOT cancel your card. If your card has been lost or stolen,
«contact your credit union using the directions below.

List of all of your active Intandem CU cards

ATM/Debit Ending (@ View Card Activity
B3 Active B Alerts Off
4\ Report Lost or Stolen Card

Credit Card Ending

B3 Active R Alerts Off
£ Edit Activity Alert Settings
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Setting a Transaction Alert Threshold

If a member wants to limit the amount of alerts they see from their
transactions, they can set a threshold to only be notified above a certain
amount.

Below the member selected to receive notifications of transactions above
$30. The third screen shows how they might change this amount.

Transaction Alert Threshold Configuration

ul LTE ul LTE

Debit Card Ending in x Debit Card Ending in ¥
Enable Activity Alerts () Authorized Transacticns D
Enabling Activity Alerts will allow us to send alerts for this card to Only Transactions Above:
this device, -
$30.00 |
Authorized Transactions Above $30.00
Additional Alerts
Regardless of amount, always send me Activity Alerts for the
“IntandemCU" Would f f
Like to Send You following types of transactions...
Notifications
Notifications may include Card Not Present 0
alerts, sounds, and icon
badges. These can be
configured in Settings.
Foreign Transactions 0
Done
ABC DEF
4 5 6
GHI JKL MNO
7
PORS Tuv WXYZ
0 <
-
Special Alerts

Some alerts can be enabled regardless of any monetary threshold set by the
member. These include Card Not Present and Foreign Transactions.
Members can see more about these specific transactions by expanding the
“I” symbol, and turn them off or on by sliding the toggle switch.

Transactions That Will Not Trigger Alerts

Some transactions that may fall under the member’s configurations may not
trigger a push notification to the member. Several examples of these include,

e Transactions that occur during vendor stand-in

e Transactions that are denied at the switch (by the vendor)
e Fuel pump authorizations

e Credit transactions (i.e. refunds, reversals, deposits)

e Incoming and outgoing card status messages

e Force posts (i.e. x120 and x220 messages)*
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*Important note about vendors that do single message processing: If the
transaction is under the vendor stand-in limit, the vendor may pre-approve the
transaction and send it as a x220 force post. This scenario will not
produce an alert.

VIEWING CARD ACTIVITY

As shown below, the member can view their card activity just for their
particular card. This is different than the checking suffix, that might
potentially show activity of multiple cards.

il 56 68 : wll LTE

ATM/Debit Ending In X Card Transactions X

Recent Transactions For ««++

These are transactions for your card ending in 4980. If you
have other cards associated with this account, you can view
& search all account activity by accessing the account

25451 details within your full account summary.
Jun 11,2023
Activity Alerts on ‘& THIRSTY BUDDY -$85.33
Debit Card 11481
This card is Active ﬁ( ) Jun 7, 2023

CMSVEND*MULDERS VEND -83.70
Note: Temporarily locking your card prevents new purchases but Debit Card $200.14
does NOT cancel your card. If your card has been lost or stolen,
contact yaur credit union using the directions belaw.

Jun3,2023
PANERA BREAD #203822 -$5.09
(& View Card Activity Debit Card $28.84
A Report Lost or Stolen Card L)
MEIJER 050 -$15.11
Debit Card 233.93
L1 Edit Activity Alert Settings
. Jun1,2023
CULVERS GRAND RAPIDS -$23.61
Debit rd 249.04
CITY OF GR PARKING R -$9.00
Debit Card

Subway 12066 -$4.19
Debit rd 28 )
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Bi1zLINK247 AND MoBILE CARD CONTROLS WIDGET

Additionally, business members can view the card control widget in
BizLink247.

7:46

ol LTE =m

« TestFlight
(§)

779 - MAP

ot Balance $53,542.92 >
ATM/Debit Ending 1066 Debit Card
793 - MOUNTAIN I Active 001
ot Bl $12,566.14 > .
$9985816.92
900 - HLQPQOQO ATM/Debit Ending 5456
Yayoff Balance $1,34565 > 5 Active
Activity Alerts off W
001 CHECKING (5456) ~ ATM/Debit Ending 5464
5 Active
This card is Active
b/
$9985816.92
Current Balance ATM/Debit Ending 7587 Note: Temporarily locking your card prevents new purchases but
. does NOT cancel your card. If your card has been lost or stolen,
$99858] 6.92 B Active contact your credit union using the directions below.
Available Balance
(& View Card Activity
= Card Controls
A\ Report Lost or Stolen Card
700 BALLOON MORTGAG ~
$10,445.61 $122,560.93
Mext Payment Due: 7/9/17 Payoff Balance
———— —— —
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