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INTRODUCTION 

This booklet covers MACO, a convenience option designed to give your 

member more options for authentication in Mobile App.  MACO includes four 
convenience options: fingerprint, face recognition, voice recognition, and PIN.  

Included in this booklet is an overview MACO, how to get started, and more. 

It also shows step by step what the member sees on their device as they 

enroll and authenticate using MACO. 
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MACO OVERVIEW 

This section of the booklet provides a brief overview of access, enrollment and, authentication using 

the four Membership Authentication Convenience Options (MACO).  For more pictures and steps of 

what the member sees, refer to page 9. 

ACCESS 

To authenticate using MACO, the member taps the appropriate button at 

the bottom of the login pane (or swipes to the login pane of the desired 

MACO method during the introduction promotion).  (See image to the left.)     

FIRST STEP IS STANDARD AUTHENTICATION 

When the member selects to enroll in a MACO method, they must first 

authenticate by entering their standard login credentials (username, 

password, and security question answer).  After enrollment, the standard 

authentication is not required; however, it can always be selected in place 

of MACO. 

MACO USE AGREEMENT (PRESENTED ONE TIME) 

The member is presented your credit union’s MACO User Agreement after 

the standard authentication.  This is presented only one time during the 
first MACO enrollment.  The member is not presented the Use Agreement 

with other MACO enrollments. 

The member is presented the Use Agreement again in these situations: when 
the Agreement is updated, when the member uses a different device, or if the 
member unenrolls from all MACOs and then re-enrolls. 

FINGERPRINT  

NOTE:  Fingerprint authentication will only show on devices that support it.  
To use fingerprint authentication, the member must first save a fingerprint 
sample in the operating system of the device.   

During MACO fingerprint enrollment, the member touches the sensor of 
their device (for example the Home button) to verify they have a match with 

the fingerprint saved in the operating system of the device.   

During MACO fingerprint authentication, the member places their finger on 

the device’s sensor.  If the fingerprint matches the fingerprint saved in the 

device’s operating system, the member is logged on to Mobile App Banking. 
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FACE RECOGNITION 

During face recognition enrollment the device camera takes several pictures of the member.  Helpful 

messaging assists the member to align their face in the proper manner.  The best photo is analyzed 

according to a series of measurements which may include eye socket depth, distance between the 

eyes, the width of the nose.  An encrypted metric assigned to the photo is sent to the DAON server.  

(The actual photo is not sent to DAON.)   

During face recognition authentication, the member gives a live-test sample by blinking (shaking or 

nodding) which causes the camera of the device to take a photo of the member. The photo metrics are 

sent to the DAON server.  If the photo metric matches what is saved on the DAON server, the member 

is logged on to Mobile App Banking.  

If the member is using a device with Apple Face ID, MACO will adjust to use this authentication method. 

PIN 

During enrollment the member is presented a number pad on the screen of their device.  They tap a 

four-digit PIN and then tap it again to confirm the number.  An encrypted PIN is sent to the DAON 

server.   

During PIN authentication, the member taps their PIN twice in the number pad that is presented.  If 
this PIN matches the number saved on the DAON server, the member is logged on to Mobile App 

Banking. 

VOICE RECOGNITION 

During enrollment the member says a passphrase that is presented on the screen. Three acceptable 

recordings are captured, and the best is converted to encrypted voice data that is sent to the DAON 

server.    

During voice recognition authentication, the member is asked to say the phase again.  The voiceprint 

is compared with the audio data on the DAON server.  If a match is found, the member is logged on to 

Mobile App Banking. 



MACO (Membership Authentication Convenience Options) 5 

 

 

LEARNING MORE ABOUT MACO 

Getting Started with MACO Brochure (MACO Info Sheet) 

Interested in getting started with MACO?  Look no further that the Getting Started brochure provided 
by the Internet Retailer Support Center (IRSC) in the IRSC store. (See below.)  This brochure covers 

highlights of implementing MACO at your credit union, pricing, and frequently-asked questions. 

https://irsc.cuanswers.com/wp-content/uploads/2018/01/maco_info_sheet.pdf 

IRSC Online Store 

Start the implementation of MACO at your credit union by purchasing MACO in the IRSC store.  On 

the store page you will find more information on pricing and the “Getting Started” brochure.  You will 

select whether to prepay for your license or to “true-up” at the end of the calendar year. 

https://irsc.cuanswers.com/product/maco-multiple-authentication-convenience-options/   

Watch the “Getting Started with MACO” Video Conference 

Want to get a big picture of starting MACO at your credit union?  Watch a previously recorded session 

where the Internet Retailer Support Center (IRSC) introduces MACO and performs a live demo of the 

product. 

https://ondemand.cuanswers.com/launching-maco-with-cuanswers-mobile-apps/  

Internet Retailer Support Center Website 

The Internet Retailer Support Center (IRSC) provides project management and support to credit 

unions implementing virtual channel projects such as MAP, Mobile App, MACO, credit union 

branding, and more.   

The IRSC website brings together these digital strategy products in one location.  If your credit union 
wants to expand its virtual channel marketplace, you can shop and explore the offerings online as 

well as check the status of initiatives as they are implemented. 

Learn more in the IRSC website: https://irsc.cuanswers.com/  

 

  

https://irsc.cuanswers.com/wp-content/uploads/2018/01/maco_info_sheet.pdf
https://irsc.cuanswers.com/product/maco-multiple-authentication-convenience-options/
https://ondemand.cuanswers.com/launching-maco-with-cuanswers-mobile-apps/
https://irsc.cuanswers.com/
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GETTING STARTED 

Purchase in Store 

Your first step to get started using Member Authentication Convenience Options (MACO) is to 

purchase the product in the CU*Answers online store.  Purchasing MACO in the CU*Answers online 
store will alert the Internet Retailer Support Center (IRSC) that you are ready to offer MACO to your 

members.   

https://irsc.cuanswers.com/product/maco-multiple-authentication-convenience-options/   

Meet with IRSC Representative 

Once you have purchased MACO, a representative from the IRSC will meet with you to go over the 
onboarding process and answer any additional questions you have.  During this process you will sign 

a client agreement with CU*Answers.   

How Many Licenses to Purchase 

The IRSC will assist your credit with estimating the number of licenses your credit unions will need.  

Credit unions have the option to either purchase licenses in advance of use or to “true up” at the end 

of the calendar year.  (There is a slight decrease in price for those purchases ahead of use.)  Licenses 

are per calendar year.  No partial credit is applied.   

Customize User Agreement 

The IRSC will provide your credit union with standard text of the MACO User Agreement.  Your credit 

union may elect to customize this User Agreement due to state requirements or individual needs of 

your credit union.  The customized text is appended to the end of the standard agreement text.  

During this step your credit union must sign off on approved text for the User Agreement. 

• The member is presented the MACO User Agreement the first time they enroll in MACO.  The 

member is presented this agreement again only when your credit union adjusts the text of the 
agreement, the member uses MACO on a different device, or if the member unenrolls 

completely from MACO and then uses it again. 

Support of MACO  

The IRSC will discuss support options for MACO.  While your credit union will be the first line of 

support for member’s questions, the IRSC can provide Tier 2 support.   

 

 

 

 

  

https://irsc.cuanswers.com/product/maco-multiple-authentication-convenience-options/
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CREDIT UNION FREQUENTLY-ASKED 

QUESTIONS (FAQ) 

As you prepare to rollout a mobile application with MACO enabled, your staff should be 
prepared to address member who have issues, questions, or concern. This document/site is 
a resource that will provide some questions and answers to ensure you are given the best 
quality of service. 

Question. Is there a certain phone needed to support this feature? 

MACO is compatible with both Android and Apple devices. If your device is compatible with 
mobile banking, you will be able to use the biometric logins. However, if your device does not 
support a biometric option, it may not be available. 

Question: Which MACO option is the most secure 

Answer: No single authentication option should be looked at as being more secure than the 
others. Ultimately it comes down to the member’s own usage and their environment. For 
example, if the member configures a ‘1234’ pin to unlock their phone and then uses the same 
weak password to authenticate into mobile banking, they are using these security options in 
the least secure way possible. The same could be said for all other authentication 
options. Your credit union should refrain from recommending any MACO on the basis of 
security, and explain that these options are a balance of security and convenience.  

Question: I have multiple accounts at the credit union. How do I get MACO to work with all my 

accounts? 

Answer: You will only be able to use MACO to log on to one of your accounts per device. 

Question: Are MACO options more secure than ID/password/challenge questions? 

Biometrics will still have the same vulnerabilities that passwords do today. It is not about 
enhanced security, it is about convenience. If you share your password and security question 
with someone today, write them down, or otherwise have your credentials compromised (for 
example with keylogging malware), then others can access your account. Similarly, if you 
allow someone to take an up-close video of you blinking and give them authenticated access to 
your device, then they can access your account. 

Question: If I share my phone/device with other people, should I use MACO? 

MACO pairs your registered biometric information to the physical device (phone, tablet, etc.). 
Therefore, it is not recommended to use shared devices with MACO. 

Question: I was able to spoof/beat the face by holding it up to a video of me. This seems like a 

security issue. 

Biometrics have the same vulnerabilities that passwords do today. It is not about enhanced 
security, it is about convenience. If you share your password and security question with 
someone today, write them down, or otherwise have your credentials compromised (for 
example, with keylogging malware), then others can access your account. Similarly, if you 
allow someone to take an up-close video of you blinking and allow them authenticated access 
to your device, then they can access your account. 
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Question: I want to unenroll in one of the MACO options, how do I do that? 

In the Settings & Info section of the Mobile App, you can unenroll from each MACO by changing 
the switch to the “off” position. The Settings & Info section also allows you to remove your 
MACO profile from the device, which unenrolls you from all MACO. (Use “Reset App Data.”)  

Question: My mobile device was lost or stolen. What should I do?  

In the Settings & Info section of the Mobile App, you can remove your MACO profile on all 
devices. (Use “Reset Authentication Options on All Devices.”) If you have a profile on another 
device, use this method to disable the profile.  

If you do not have a profile on another device, enroll in MACO on a new device and then 
disable the profile using the directions above. Copy instructions are provided the first time you 
enroll in a MACO on the new device.  

If no device is available, credit unions can contact a CSR to start an Answer Book incident and 
request that the member’s profile be archived. This will disable the profile.  

Question: Can I select my own phrase when enrolling/using the voice authentication 

No, personalized phrases are not supported. 

Question: Will I have to log in the same way every time or can I switch between the different logins? 

You are not required to log in the same way every time. You can use a different MACO, or you 
can use the standard login of username, password, and security question answer. The Mobile 
App will default to the last MACO used the next time you log in. 

Question: Can I lock myself out of the face recognition, PIN, voice recognition or fingerprint login 

process?  

After several failed MACO authentication attempts, you will be temporarily locked out of 
authenticating with any MACO, regardless of which MACO authentication caused the lockout. 
Click “Temporarily Locked,” to read a message stating that you have exceeded the allowed 
attempts and are temporarily locked. You can still log in using the standard login of username 
and password.  

This type of lockout occurs the first three times you are locked out.  The lockout time increases 
with each lockout.  You will be unable to use MACO for fifteen minutes, then twenty and then 
twenty-five minutes.  After the lockout period, MACO will unlock, and you can use them as 
before. 

At the fourth lockout, your MACO profile will be disabled.  This means you cannot authenticate 
using MACO on any device.  You will see a message saying that “Re-enrollment is required.”   
To use MACO again, click “Settings” to go to the “Settings & Info” section of the Mobile App.  
Use “Reset Authentication Options on All Devices” to reset your profile.  Then (still in Settings & 
Info), turn the switch for a MACO to the “on” position.  This will allow you to re-enroll in the 
MACO.  You will be presented the MACO User Agreement during this authentication. 
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ENROLLMENT AND AUTHENTICATION 

This section covers a summary of what the member sees when enrolling in MACO and using MACO to 

authenticate for Mobile App Banking. 

“WE’VE ADDED SOMETHING NEW” PAGE 

The member views these pages the first time they enter Mobile App after you activate the feature. The 
member can also revisit these pages in the Settings & Info section once they have logged on to Mobile 
App Banking. 

The first time the member accesses Mobile Banking after your credit union activates MACO, they will 

see the “We’ve Added Something New” pages.  The member scrolls right to learn more about each 

MACO.  The member can begin enrollment from these pages or they can just serve as advertisement. 

    

All four authentication methods have their own promotion page; however, in the example above only the 
screen for fingerprint is shown.  If the member’s device does not support fingerprint authentication (or 
any other authentication method), the corresponding page will not be presented. 
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FINGERPRINT 

Fingerprint Overview 

Before starting fingerprint enrollment, the member must first save a fingerprint sample in the operating 
system of the device. 

As stated earlier in this document, during fingerprint enrollment, the sensor on the device captures a 

fingerprint sample that is compared with the fingerprint saved on the device.  If the fingerprint is a 

match, it is used for authentication.  To authenticate, the member touches the sensor with their 

finger.  If it is a match with the sample saved in the operating system, the member is logged on to 

Mobile App Banking. 

Fingerprint Enrollment 

       

To enroll, the member taps the MACO fingerprint icon at the bottom of the login screen and taps 

“Enroll for Touch.”   

The member authenticates with the standard authentication and enters their username, password, 

and a security question answer.  The member taps “Sign In.” 
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Fingerprint Enrollment (cont.) 

     

If the member hasn’t already accepted the MACO User Agreement, it is presented for acceptance. The 

member scrolls to the end, and clicks “I agree.”  The member taps “Continue” to proceed. 

   

The member taps “Verify” and sees the touch ID verification sensor image.  Messaging indicates the 

member should repeatedly touch the sensor of the device (for example the Home button).  When the 

fingerprint sample collected is a match with the fingerprint sample saved in operating system of the 

device, the member sees the “Success” message. 

The member taps “OK and is prompted to immediately authenticate with fingerprint for the first time.  

These steps are included in the next section. 
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Fingerprint Authentication  

      

The member taps “Authenticate with Fingerprint,” and the touch ID authentication sensor graphic 

appears.  The member touches the sensor on the device (for example the Home button) to verify 

against the fingerprint saved in the device operating system.   

If there is a match, the member is logged on to Mobile App Banking and advances to the Home Page.  

If the fingerprint fails to match, the touch ID sensor shakes, and the member touches the sensor to try to 

make a match.  After three failed attempts, the member sees the “Try Again” message.  The member 

clicks “OK” and can try to authenticate again.  

Now fingerprint authentication is the default.  The next authentication will move directly to the first 

screen show above.  The member can also configure their device to skip this step and move directly to 

the second screen where they place their finger on their device. Learn more about 1-Click Login on page 

28.  

Members can always authenticate using another MACO or the standard login of username, password 

and security question. 
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FACE RECOGNITION 

Face Recognition Overview 

As stated earlier in this document, face recognition uses the camera of the device to capture photos of 

the member.  The photos analyzed for quality, and an encrypted metric assigned to the best photo is 

sent to the DAON server.  (The actual photo is not sent to DAON.)   

During authentication, the member nods (or blinks or shakes) and the app uses the camera of the 

device to take a “live check” picture of the member.  If this photo’s metric matches what is saved on 

the DAON server, the member is logged on to Mobile App Banking. 

Face Recognition Enrollment 

             

The member taps the MACO face icon at the bottom of the login pane and taps “Enroll for Face.”   

• The member is prompted to authenticate using their standard authentication of username, 

password and security question answer.  If the member hasn’t already accepted the MACO 

User Agreement, it is presented for acceptance.  This is not shown in this section.  Refer to the 

“Enroll in Fingerprint” section of this booklet on page 10.)  

 

The member taps “Continue.”  At this point MACO may ask for access to the device camera. 

 

The member then views helpful tips on the face recognition enrollment process.  This includes 

recommendations to avoid excessive glare and to remove glasses and hats.  

 

NOTE:  A front-facing camera is required for face recognition enrollment and authentication. 

 

To advance, the member taps “OK.” 
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Face Enrollment (cont.) 

     

The member sees messaging at the top of the device that helps them position the camera to capture a 

successful photo.  The Quality meter at the top of the screen changes color to indicate the quality of 

the image.   

• First the member sees “Get Ready.”  

 

• While the member positions the camera correctly, the member sees “Looking for Face.”   

 
o If the member is not holding the device vertically, the messaging changes to “Hold Device 

Upright.”  This is not shown above. 
 

• When the camera is ready to take pictures, the member is prompted to “Hold Steady.”   
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Face Enrollment (cont.) 

     

When the quality meter hits an acceptable range, the member sees “Analyzing Face,” and the camera 

begins taking pictures.  

The best picture is presented in the window.  To accept it, the member taps “Submit.”  To take a 
different photo, the member taps the picture, and the device takes another series of pictures.  (If the 
member taps “Cancel” the member exits face recognition enrollment.) 

• If the captured picture doesn’t meet quality standards, the member sees “Try Again” (not 

shown).  The member then taps “OK,” and repeats the photo capture process.  (The member 

does not see the entry page tips again.) 

When the photo submitted is of acceptable quality, the member sees “Success” and a metric of the 

photo is sent to the DAON server.  (No actual photo is sent.)  

The member is prompted to tap “OK” to advance to authenticate with face recognition for the first 

time.  This is covered in the next section. 
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Face Recognition Authentication 

   

The member taps “Authenticate with Face,” and the camera from the device opens.  The member sees 

“Looking for Face” (not shown).   

When a face is detected, the member sees “Blink.”  The member blinks to confirms that the camera is 

taking a “live” photo.   

• Blink is the default. Nod and shake are other liveness options.  This setting can be changed in 

Setting & Info.  See page 28. 

If the captured photo matches the photo metric saved on the DAON server, the member is logged in to 

Mobile App Banking and unlocks the Mobile App.  

If the quality of the picture is not adequate or the picture is not a match, the member is prompted to tap 

“Try Again.”  This causes the camera to reappear to take another photo.  

Now face recognition authentication is the default.  The next authentication will move directly to the 

first screen show above.  The member can also configure their device to skip this step and move directly 

the screen where the camera takes their picture. Learn more about 1-Click Login on page 28.  

Members can always authenticate using another MACO or the standard login of username, password 

and security question. 
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PERSONAL IDENTIFICATION NUMBER (PIN) 

PIN Overview 

As stated earlier in this document, PIN enrollment captures a four-digit PIN and then uses this PIN for 

authentication. 

PIN Enrollment 

                     

The member taps the MACO PIN icon at the bottom of the login pane and taps “Enroll for Pin.”   

• The member is prompted to authenticate using their standard authentication of username, 

password and security question answer.  If the member hasn’t already accepted the MACO 

User Agreement, it is presented for acceptance.  This is not shown in this section.  Refer to the 

“Enroll in Fingerprint” section of this booklet on page 10.)  

The member then taps “Continue” to proceed.   
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PIN Enrollment (cont.) 

     

The member is prompted to enter and re-enter a four-digit PIN in the number pad provided on the 

screen.  When there is a match, the member sees “Success.”  The member taps “OK” to advance and 

authenticate with PIN for the first time.  This is covered in the next section. 

PIN Authentication  

     

The member taps “Authenticate with Pin,” and the number pad appears.  The member is prompted to 

enter and re-enter their four-digit PIN.  When the correct PIN is entered twice, the member is logged in 

to Mobile App Banking and advances to the Home Page.  
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PIN Authentication (cont.) 

If the PINs do not match, the member is prompted to “Try Again.”  The member clicks “OK” and the 

number pad is presented again.  

Now PIN authentication is the default.  The next authentication will move directly to the first 

authentication screen shown on the previous page.  The member can also configure their device to skip 

this step and move directly to the second screen where they enter their PIN. Learn more about 1-Click 

Login on page 28.  

Members can always authenticate using another MACO or the standard login of username, password 

and security question. 

VOICE RECOGNITION 

Voice Recognition Overview 

As stated earlier in this document, during voice recognition enrollment, the member recites a 

passphrase until they have three successful recordings.  The best recording is converted to voice data 

which is saved on the DAON server.  (No voice recording is saved.)  During authentication, the 

member recites the phrase again.  If this voice data matches what is saved on the DAON server, the 

member is logged on to Mobile App Banking. 

Voice Recognition Enrollment 

                   

The member taps the MACO microphone icon at the bottom of the login pane and taps “Enroll for 

Voice.”  

• The member is prompted to authenticate using their standard authentication of username, 

password and security question answer.  If the member hasn’t already accepted the MACO 

User Agreement, it is presented for acceptance.  This is not shown in this section.  Refer to the 

“Enroll in Fingerprint” section of this booklet on page 10.)  

The member taps “Continue” to proceed. At this point MACO may ask for access to the device 

microphone. 
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Voice Enrollment (cont.) 

     

The member sees the passphrase and is instructed to say it.  The member taps “Record,” says the 

phrase, and taps “Stop.”  

• As the member says the phrase, a visible waveform appears on the screen.   

If the recording is of an acceptable quality, a check appears on the screen.   

If the recording does not meet quality standards, the member sees, “Try Again.  Audio quality is 

insufficient.”  The member clicks “OK” and recites the phrase again. 
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Voice Enrollment (cont.) 

 

The member repeats this process until three readings are accepted and three checkmarks appear on 

the screen.  At this point, the “Success” message is displayed.  The member taps “OK” and advances 

to authenticate with their voice for the first time.   This is covered in the next section. 

Voice Authentication  

     

The member taps “Authenticate with Voice,” and the member is presented the passphrase.  The 

member says the phrase and sees a visible wave on the screen.  When the phrase is of acceptable 

quality, the member sees a check on the screen (shown on next page). 
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Voice Authentication (cont.) 

If the phrase does not meet quality standards, the member is told, “Try again.  Audio quality is 

insufficient.”  The member taps “OK” and tries again. 

 

The member taps “Submit.”  The audio data is sent to DAON for a match. (No recording is sent.) If a 

successful match is made, the member is logged on to Mobile App Banking and advances to the Home 

Page.  

Now voice recognition authentication is the default.  The next authentication will move directly to the 

first authentication screen shown on the previous page.  The member can also configure their device to 

skip this step and move directly to the second screen where they say the phrase. Learn more about 1-

Click Login on page 28.  

Members can always authenticate using another MACO or the standard login of username, password 

and security question. 
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TEMPORARY LOCKOUT  

After several failed MACO authentication 
attempts, the member will be temporarily 
locked out of authenticating with any 
MACO, regardless of which MACO 
authentication caused the lockout. The 
member clicks “Temporarily Locked,” to 
read a message stating that they have 
exceeded the allowed attempts and are 
temporarily locked. They can still log in 
using the standard login of username and 
password.  

This type of lockout occurs the first three 
times the member is locked out.  The 
lockout time increases with each lockout.  

The member will be unable to use MACO for 
fifteen minutes, then twenty, and then 
twenty-five minutes.  After the lockout 
period, MACO will unlock, and they member 
can use them as before. 

If a member fails to authenticate correctly several times, the member may also be asked to enter their 
device passcode.   

 

 

At the fourth lockout, the member’s MACO profile is disabled.  This 
means they cannot authenticate using MACO on any device.  The 
member sees a message saying that “Re-enrollment is required.”   

To use MACO again, the member clicks “Settings” to go to the 
“Settings & Info” section of the Mobile App.  (See page 25 for 
information on this section of the Mobile App.) In that area of the 
Mobile App, the member then uses “Reset Authentication Options on 
All Devices” to reset their profile.  Then (still in Settings & Info), the 
member turns the switch for a MACO to the “on” position.  This will 
allow them to re-enroll in the MACO.  The member will be presented 
the MACO User Agreement during this authentication. 

 

 

ONE MEMBERSHIP PER CREDIT UNION PER DEVICE 

MACO only supports one membership per credit union per device.   
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PRIOR MACO PROFILE FOUND FOR MEMBER 

 

If the member attempts to enroll in MACO on a second device, the member 

is notified that an earlier MACO profile has been found.   

The member is prompted to tap “OK” to copy the authentication 

enrollments to this second device.   

Fingerprint setup is per device so the member will be prompted to set that up 
separately. 

 

 

 

 

 

ANOTHER MEMBER HAS MACO PROFILE ON DEVICE 

Only one face, voice or PIN MACO profile is allowed per device.  The number 
of fingerprint profiles supported is determined by the device.  

If MACO detects that another user has set up a MACO profile on the device 

previously, it will instruct the member to reset the device to clear the other 

user profile.  (How to clear the profile is covered in on page 30 of this 

booklet.)  The member taps “OK” to close the message. 

This message might be seen when two people are sharing a device as well.  

As an example, let’s say a husband and wife are sharing a phone, and the 

husband has set up a face profile.  The wife will see this message when she 

attempts to set up her face profile on the same device.  In this situation, it is 
possible for husband to use the face profile and the wife to use the voice 
profile.  As mentioned above, the number of supported fingerprint profiles is 
determined by the device. 

 

 

 

  



MACO (Membership Authentication Convenience Options) 25 

 

FEATURES ACCESSED FROM SETTINGS 

& INFO 

This section covers features accessed from the Settings & Info screen including:  Quick 

Authentication, changing the face recognition liveness test options, unenrollment, and deactivation.    

The Settings & Info screen provides the member with the version of the App they are using and access 

to Authentication Frequently-Asked Questions (FAQ) that are organized by authentication type.   

ACCESS TO SETTINGS & INFO SCREEN 

Access to Settings & Info via “More About” 

   

From an authentication screen, the member taps “More About.”  Then on the popup window, the 

member taps “Settings.”  
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Access to Settings & Info via the “More” Button 

 

Alternatively, the member taps “More” at the bottom of the App and then taps “Settings & Info.”  
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QUICK AUTHENTICATION (1-CLICK LOGIN)  

Authentication always defaults to the last-used authentication.  Members can skip the step where 

they click the “Authenticate with” button and instead automatically advance to the second login 

screen.  For example, if the member uses fingerprint authentication to log on to Mobile App Banking 

and then activates this feature, the next time they log on, their device will automatically prompt them 

to place their finger on the device. (They will not have to first select the MACO to authenticate.) 

Members can always elect to turn off Quick Authentication after they activate it.  Then they can select to 
authenticate using any MACO (that they have enrolled in), or they can authenticate using the standard 
username, password, and security question answer. 

Step-by-Step Directions 

         

To activate Quick Authentication, the member taps “Authentication Options” on the Settings & Info 

screen.  From there the member taps the switch next to “Quick Authentication” to the active (colored) 

position.   

To disable Quick Authentication, the member taps the switch to turn it to the inactive (white) position. 
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CHANGING THE FACE RECOGNITION ACTION (BLINK, NOD, AND SHAKE) 

The default for face recognition authentication is for the member to nod their head to capture the 

photo.  This provides the “liveness” test.  Other “liveness” options include having the member nod or 

shake their head.  The member can select an alternate motion test from the Settings & Info screen.   

Step-by-Step Directions 

       

The member taps “Authentication Options” and then “Face Authentication.”   

        

From the Face Authentication screen, the member taps to move the colored checkmark next to the 

desired liveness detection option.  In the example above “Nod” is selected instead of “Blink.” 
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UNENROLLMENT 

These directions are used to unenroll from one MACO at a time. To use the MACO again, the member 

must re-enroll. 

Step-by-Step Directions 

     

From the Settings & Info screen, the member taps “Authentication Options” and then the MACO from 

which they want to unenroll. 

         

Then the member taps the colored activation switch to move it to the off (non-colored) position.  The 

member clicks “OK” on the confirmation screen, and the MACO is disabled.   
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The example on the previous page shows fingerprint unenrollment; however, these steps can be used to 
deactivate any MACO.                                        

To use this MACO again, the member must re-enroll in it.  

REMOVE MACO PROFILE FROM DEVICE 

The member may wish to deactivate all MACO enrollments on their device.  Their MACO profile that is 

housed on the DAON server is then removed from the device.  After the member completes this 
process, they cannot use any MACO to authenticate on this device.  If they wish to use MACO again 

on this device, they must re-enroll.   

These directions are also used if another profile is found on the device and the member wishes to clear 
the existing profile so that they can copy their own profile to the device.  (Only one MACO profile is 
allowed per device.) 

Step-by-Step Directions 

        

To remove the MACO profile from the device, the member taps “Reset App Data” on the Settings & 

Info screen.  The member then taps “OK” on the confirmation screen.  The words “Reset App Data” are 

then greyed out. 
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REMOVE ALL DEVICES FROM MACO PROFILE 

The member may have several devices enrolled with the same user profile.  (See page 24 for 

information on how DAON handles situation where the member with a MACO profile attempts to 

enroll in MACO on a second device.)   

This member may elect to remove all their devices from their MACO profile (saved on the DAON 

server).  Once this is complete, the member must enroll in MACO again to use it to authenticate. 

Step-by-Step Directions 

         

To deactivate MACO on all devices, the member taps “Authentication Options” on the Settings & Info 

screen.  Then the member taps “Reset Authentication Options on All Devices.”  

When the member clicks “OK” on the confirmation screen, all devices attached to the profile are 
deactivated and removed from the profile on the DAON server.  The words “Reset Authentication on 

All Devices” is then greyed out (not shown). 
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MEMBER-FACING QUESTIONS 

Following are samples of the questions and answers the member sees in the “Authentication 

Questions” section of the App, accessed via Settings & Info.  This list may have been altered and 

added to since this section of the booklet was last updated. 

General 

Which devices support biometric authentication?  What else is required? 

You will need iOs 9.0 or later for iPhone and 4.4 or later for Android.  To utilize fingerprint, your 

mobile device will also need to have the capability for fingerprint scan. 

How do I set up biometrics? 

To set up biometrics for authentication, click on the ‘Locked’ icon in the Menu bar at the bottom.  

Then swipe to the left or right to see biometric authentication options.  Once you select to enroll with 

one of the biometric options, you will enter your online banking credentials.   

What if I am locked out from using my online banking username, password, and security 

question answer? 

If you are locked out from standard login (using your username, password and security question), 

contact the credit union and have them reset your online banking credentials. 

Do I need to enable location services? 

No.  You do not need to enable location services to use the biometric authentication methods. 

What if I get a new phone, or want to add an additional device? 

In Settings & Info select “Reset App Data.” This will clear the app data stored on your device but will 
not alter or delete your profile.  You can also login on your new device where it will let you know a 

previous enrollment has been found and you can click "ok" to copy authentication enrollments. 

What if I want to deactivate an authentication option? 

In Settings & Info, use “Authentication Options" where you can turn each authentication type on/off. 

To use this authentication option again, you will need to re-enroll.  From this same area, use “Reset 

Authentication Options on All Devices.  This will completely erase your profile on any registered 

device.  To use any authentication option later, you will need to re-enroll. 

Can I login with my username, password, and security question? 

Yes.  You can swipe to where the username and password screen shows to login with your username, 

password, and security question. 

Can more than one membership enroll for biometric authentication on my mobile device? 

No. Only one membership is allowed per mobile device. 

Do I have to click to authenticate each time? 

You can choose to skip the step where you click the "authenticate with" button and instead 

automatically advance to signing in.  To activate Quick Authentication, choose "Authentication 

Options" on the Settings & Info screen, from there you can select "Quick Authentication". 
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Can I lock myself out? 

If you are using biometric authentication, after several failed attempts you will be temporarily locked 

out.  You can still login with your username, password, and security question. 

Also, if you fail to authenticate correctly several times, you may also be asked to enter your device 

passcode. 

 

Voice: 

What is required to enroll for voice recognition? 

During enrollment you will say a passphrase that is presented on the mobile device.  Three acceptable 

recordings are captured to create a voice profile. 

Will voice enrollment allow for personal phrases to be recorded? 

No. Personalized phrases are not supported. 

Will voice recognition ask for access to the device microphone? 

Yes. When enrolling for voice recognition the mobile app will ask for access to the device microphone. 

 

PIN: 

What is required to enroll for PIN? 

During enrollment you will be presented with a number pad you will enter a four-digit PIN and then 

enter it again to confirm the number. 

How do I authenticate with PIN? 

You will select "Authenticate with PIN", where the number pad will be brought up on your device and 

you will enter the 4-digit PIN. 

Will the PIN match the same PIN to my mobile device? 

You have the ability to set the PIN to access mobile banking something different than your mobile 

device, or you can have these set to match. 

 

Fingerprint: 

Why am I not seeing the fingerprint verification? 

Fingerprint authentication will only show on devices that support it.  To use fingerprint 

authentication, there must be a fingerprint sample saved on the mobile device. 

What is required to enroll for fingerprint? 

During fingerprint enrollment, the sensor on the device captures a fingerprint sample that is 

compared with the fingerprint on the device. 
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Face: 

Is Apple's Face ID supported? 

Yes.  If you have Face ID configured on your iPhone X, you will be able to enroll. 

How do I take the picture required by face authentication? 

The phone will give you a sliding rule at the top of the screen to indicate the quality of your face 

image.  When the phone says “Blink” at the top of the screen, blink one time to activate the face 

recognition to take a picture. 

What are some tips for enrolling in Facial Recognition? 

• Center your face in the oval for best results. 

• The quality meter above is a combination of several variables including device orientation, 
lighting, exposure and sharpness. 

• When image qualify thresholds are met, the quality meter will be highlighted and must remain so 

for 5 seconds. 

• Removing glasses is highly recommended as they may produce glare that can inhibit quality 

during enrollment. 

• Certain types of hats or headwear can inhibit quality during enrollment. 

• Excessive glare on the front or top of the head can inhibit quality during enrollment. 

What is required to enroll for face recognition? 

Face recognition uses your devices camera to capture images you will need to blink, nod, or shake.  

You will see messaging at the top of the device that helps you position the camera to capture a 
successful photo.  The quality meter at the top of the screen will change color to indicate the quality 

of the image. 

How do I change the Face Recognition Action? 

The default for face recognition is for the member to blink to capture the image (this provides a 

liveness test).  Other liveness options include shaking your head, or a nod.  This can be changed from 

the Settings & Info, choosing Authentication Options, and then Face Authentication. 

How do I need to hold my device when enrolling? 

When enrolling for face recognition you will need to hold the device vertically, the messaging will 

change to "Hold Device Upright”. 

When the camera is ready to take pictures, you will be prompted to "Hold Steady." 
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RISK ASSESSMENT: SECURIKEY 

QUICK REFERENCE GUIDE 

 

CU*Answers offers the SecuriKey documents to give you quick access 

to the answers you need for your due diligence requirements.  Find 

the SecuriKey Risk Assessment for MACO on the CU*Answers Risk 

Assessment Center page: 

https://www.cuanswers.com/resources/risk-assessment-center/.  

(Look for the SecuriKey logo.)   

The Quick Reference Guide gives an overview of the important 

features of the product, and how to access additional information and 

services relating to the product.  This is an excellent document to 

provide to examiners. 

 

  

https://www.cuanswers.com/resources/risk-assessment-center/
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APPENDIX 

• CU*Answers Agreement 

• User Agreement (basic text) 
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THIS DAON LICENSE AGREEMENT (“Agreement”) is made as of [DATE], by and between 
CU*ANSWERS, INC., a Credit Union Service Organization, of 6000 28th Street S.E., Grand Rapids, 
Michigan 49546 (“CU*ANSWERS”) and CREDIT UNION, [ADDRESS] (“CREDIT UNION”). 

This Agreement is in addition to the Master Services Agreement. All terms and conditions of the 
Master Services Agreement apply to this Agreement 

 

1. DAON IDENTITYX SOFTWARE LICENSES. 
 
(a) LICENSE.  CU*ANSWERS grants to CREDIT UNION a non-transferable, non-exclusive 

annual license to access and use the Daon IdentityX Software Licenses during the 
Term, subject to the terms and conditions of the Master Services Agreement, the Daon 
Commercial Software License Agreement between CU*ANSWERS and Daon, and this 
Agreement, including the fee, term and termination provisions.   

Each Daon IdentityX Software License shall include the following:   
 

IdentityX Server Platform (includes Device/PIN authentication);  
IdentityX Fingerprint Biometrics;  
IdentityX Face Biometrics;  
IdentityX Voice Biometrics; and  
IdentityX Mobile Software Development Kits (SDKs). 

 

IdentityX may be provided to CREDIT UNION under a different brand identity (e.g. 
“MACO”). 

 
(b) RESTRICTIONS.  Except to the extent and in the circumstances expressly permitted 

by Daon, CREDIT UNION shall not reverse engineer, disassemble, decompile, 
translate, adapt or modify the Daon IdentityX Software or any part of the Daon 
IdentityX Software, or create derivative works based on the Daon IdentityX Software 
or permit any third party to do so, without the prior permission in writing from Daon.   
 
CREDIT UNION shall not modify or remove any copyright or proprietary notices on 
the Daon IdentityX Software or the Daon IdentityX Software Documentation.  CREDIT 
UNION shall comply with all relevant import and export laws, rules and regulations 
affecting the Software or any portion of it including, without limitation, those applied 
by the United States. 
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2. FEES, RE-PRICING AND PAYMENT.   
(a) All pricing and fees are hereby established in the current version of the applicable 

Pricing Guide.  
 

(b) Fees are subject to annual review and re-pricing by CU*ANSWERS in its discretion.   
 

(c) All payments shall be due within fifteen (15) days of receipt of an invoice from 
CU*ANSWERS.  CREDIT UNION agrees to pay a late payment charge in the amount of 
one and one-half percent (1 ½%) per month on any unpaid amount for each calendar 
month (or portion thereof) that any payment is in default.  CU*ANSWERS may apply 
any payment received to any delinquent amount outstanding. 
 

(d) CREDIT UNION agrees to pay all applicable taxes levied by any tax authority on the 
Services performed under this Schedule, excluding any and all taxes based on the net 
income of CU*ANSWERS. 

3. TERM AND TERMINATION.   
This Agreement is for an initial term of three (3) years.  This Schedule shall automatically 
renew for additional three (3) year periods unless terminated by CREDIT UNION, or if either 
party provides at least 90-days’ written notice prior to the expiration of the initial term or 
any renewal term.   

4. CONSENT AND COMPLIANCE; EULA. 
 

(a) CONSENT.  By using Daon IdentityX Software License, CREDIT UNION hereby agrees 
to obtain all necessary prior written consent from any user, and provide any 
necessary disclosures as required by law.  This includes, but is not limited to, consent 
to use Voice Recognition, PIN, Fingerprint, and/or Face Recognition technology for 
the purpose of authenticating the user.   
 

(b) COMPLIANCE.  CREDIT UNION agrees to abide by any state or federal laws regarding 
the use and storage of biometric information. 
 
In the event that the Daon IdentityX Software is held by a court of competent 
jurisdiction or is believed by Daon to infringe any applicable legal requirement, Daon 
shall have the option, at its own expense and in its sole discretion, to: 
 
(1) Modify or amend the Daon IdentityX Software or the infringing part of the Daon 

IdentityX Software in order to avoid any infringement; or  
 

(2) Terminate the use of the Daon IdentityX Software. 
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(c) EULA.  End users end users who are authenticated using the Daon IdentityX Software 

are required to accept the mandatory terms of the End User License Agreement 
attached as Exhibit 1 prior to their use of the Daon IdentityX Software. 
 

(d) DISCLAIMER TO USERS.  CREDIT UNION further agrees to advise users not to use 
Daon IdentityX Software licenses if the user shares the device or allow others to use 
Daon IdentityX Software licenses.   CREDIT UNION further agrees to advise users that 
the user is responsible for all transactions made using any form of Daon IdentityX 
Software authentication if the person conducting the transaction(s) did not have the 
user’s authority or exceeded the user’s authority. 

5. SECURITY.   
Neither CU*ANSWERS nor Daon store biometric information.  Biometric information used 
for authentication is stored on the device used for authentication.  Any information 
transmitted between the device and CU*ANSWERS or Daon shall be transmitted in a 
commercially reasonable secure fashion.  

6. WARRANTIES AND INDEMNIFICATION. 
 

(a) PASS THROUGH WARRANTY AND INDEMNIFICATION.  CU*ANSWERS agrees to 
pass through warranties and indemnification CU*ANSWERS receives from Daon, 
including: 
 
(1) NON-CONFORMANCE.  If the Daon IdentityX Software fails to substantially 

conform to its specifications and provided the non-conformity is reported to 
CU*ANSWERS in writing, then the Daon, as its sole obligation and as the CREDIT 
UNION’S sole remedy, shall remedy the non-conformity, PROVIDED THAT such 
non-compliance has not been caused by: 
 

(i) any modification, variation or addition to the Daon IdentityX Software 
not authorized in writing by CREDIT UNION; or 
 

(ii) the incorrect use, abuse or corruption of the Daon IdentityX Software; 
or 

 
(iii) the use of the Daon IdentityX Software with other software or on 

equipment with which it is incompatible.   

CREDIT UNION agrees biometric technology is probabilistic, meaning that false 
matches and false non-matches and spoofing can occur and do not constitute Daon 
IdentityX Software product defects or breaches of this Agreement. Best practice is 
to implement and update best practice security measures such as “liveness” 
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techniques (e.g., for facial recognition blinking, head-nodding and head-shaking) 
as part of the authentication workflow in order to lessen or mitigate the possibility 
of biometric spoofing. 

(2) INTELLECTUAL PROPERTY INDEMNIFICATION.  Daon shall defend and 
indemnify the CREDIT UNION against all costs, including reasonable legal fees, 
subject to the provisions of this Agreement, arising from a claim that the Daon 
IdentityX Software used within the scope of this Agreement knowingly infringes 
a third party's Intellectual Property Rights enforceable in the Territory provided 
that: 
 

(i) CREDIT UNION promptly notifies the Licensor in writing and in any 
event within 30 days of the claim; 
 

(ii) Daon is given immediate and sole control of the defense of such claim 
and all related settlement negotiations; and 

 
(iii) CREDIT UNION is provided with all reasonable assistance, information, 

and authority necessary to perform the above; with reasonable out-of-
pocket expenses incurred by the CREDIT UNION in providing such 
assistance to be reimbursed by Daon. 

The Licensor shall have no liability for any claim of infringement by reason of: 

(i) Any alteration or modification which was not made by Daon or with its 
prior written consent; 
 

(ii) Use of a superseded or altered release of the Daon IdentityX Software 
if such infringement would have been avoided by the use of a current 
unaltered release of the Daon IdentityX Software that Daon or 
CU*ANSWERS has provided to CREDIT UNION; or 
 

(iii) The combination, operation, or use of any of the Daon IdentityX 
Software furnished under this Agreement with equipment, programs 
or data not furnished by Daon or CU*ANSWERS if such infringement 
would have been avoided by the use of the Software without such 
equipment, programs or data. 

In the event that the Software is held by a court of competent jurisdiction or is 
believed by Daon to infringe, Daon shall have the option, at its own expense and 
in its sole discretion, to: 

(i) Modify or amend the Daon IdentityX Software or the infringing part of 
the Daon IdentityX Software in order to avoid any infringement; 
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(ii) Procure for the CREDIT UNION the right to continue using the Daon 
IdentityX Software or infringing part of the Daon IdentityX Software; 

 
(iii) Substitute the Daon IdentityX Software or infringing part of the Daon 

IdentityX Software with other software reasonably suitable to the 
CREDIT UNION. 

This Clause states Daon’s entire liability for infringement of Intellectual Property 
Rights of any third party. 

(b) WARRANTY EXCLUSIONS.  Neither CU*ANSWERS nor Daon warrants that the 
IdentityX Software will be error free or operate without interruption, or all program 
errors will be corrected.  CREDIT UNION acknowledges that the existence of such 
errors shall not constitute a breach of this Agreement. The warranties above are 
exclusive and in lieu of all other warranties, including warranties or conditions of 
merchantability, satisfactory quality and fitness for a particular purpose, conditions, 
terms, undertakings and obligations, express or implied by statute, common law, 
custom, trade usage, course of dealing or otherwise, all of which are excluded to the 
fullest extent permitted by law. 

7. LIMITATION OF LIABILITY. 
NEITHER CU*ANSWERS NOR DAON SHALL BE LIABLE, IN CONTRACT, TORT (INCLUDING 
NEGLIGENCE) OR FOR BREACH OF STATUTORY DUTY OR IN ANY OTHER WAY FOR ANY 
ECONOMIC LOSSES (INCLUDING LOSS OF REVENUES, PROFITS, CONTRACTS, BUSINESS, 
DATA, OR ANTICIPATED SAVINGS); OR ANY LOSS OF GOODWILL OR REPUTATION; OR ANY 
SPECIAL OR INDIRECT OR CONSEQUENTIAL LOSSES, IN ANY CASE, WHETHER OR NOT 
SUCH LOSSES WERE WITHIN THE CONTEMPLATION OF THE PARTIES AT THE DATE OF 
THIS AGREEMENT, OR WERE SUFFERED OR INCURRED ARISING OUT OF OR IN 
CONNECTION WITH THE USE OF THE DAON IDENTITYX SOFTWARE OR ANY MATTER 
ARISING UNDER THIS AGREEMENT. 

 

[Signatures on following page] 

  



 

Daon Licensing Agreement | Page 8 of 11 
 

IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date. 

 

CU*ANSWERS, INC.  CREDIT UNION 
   
   
 
 

  
 
 

Randy Karnes 
CEO 

 [NAME] 
CEO 

   
   
 
 

  
 
 

Date  Date 
 

  



 

Daon Licensing Agreement | Page 9 of 11 
 

EXHIBIT 1:   
IDENTITYX AUTHENTICATION 

SOFTWARE EULA TERMS 
 

CREDIT UNION agrees to require users who are authenticated using the IdentityX Software 
(“the End Users”) to accept the terms of the following End User License Agreement, prior to 
their use of the IdentityX Software, or terms that provide equivalent protection to Daon, 
CU*ANSWERS, and the IdentityX Software. 

CREDIT UNION FURTHER AGREES THAT THESE TERMS ARE PRESENTED WITHOUT 
WARRANTY.  NEITHER DAON NOR CU*ANSWERS PROVIDES LEGAL ADVICE, PROVIDE AN 
OPINION AS TO WHETHER THESE TERMS ARE SUFFICIENT TO CREDIT UNION IN THE 
JURISDICTION(S) WHERE CREDIT UNION DOES BUSINESS.  CREDIT UNION SHOULD 
CONSULT WITH ITS OWN LEGAL COUNSEL REGARDING APPLICABLE CONSENT AND 
COMPLIANCE WITH BIOMETRIC LAWS IN THE JURISIDICTION(S) WHERE CREDIT UNION 
DOES BUSINESS. 

IDENTITYX END USER LICENSE AGREEMENT 
This is an Agreement between you the user of this Software (the Licensee) and CREDIT 
UNION (the Licensor). Clicking the "Accept" button and/or using the Software indicates 
acceptance of these license terms.  

You have enrolled to use the IdentityX software (“the Software”).  This software may be 
presented to you under a different brand identity (e.g. “MACO”).  

In order to use the Software, you must download the IdentityX Authenticator App on your 
mobile device. 

Acceptance of this Software license is a precondition to downloading the IdentityX 
Authenticator App and use of the Software. 

“Software” refers to both the IdentityX software downloaded to mobile devices, including 
without limitation the IdentityX Authenticator App, and to the software resident on backend 
servers.  This includes without limitation Software, including the object code and/or source 
code, functionality, concept, processes, internal structure, design, external elements, user 
interface, technology and documentation. 

1. LICENSE.  Licensor hereby agrees to license the Software to Licensee, pursuant to the 
terms herein, for the purpose of online banking authentication only.  Licensee may not 
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remove copyright, trademark, trade secret, confidentiality and patent notices from 
Software. Licensee shall comply with all US import and export laws.  
Licensee shall not modify, vary, enhance, reverse engineer, copy, sell, lease, license, sub-
license or otherwise deal with the Software or any part or parts or variations, 
modifications, copies, releases, versions or enhancements of the Software or any 
supporting software or have any software or other program written or developed based 
on Software or its concepts. Licensee may not use Software for the purpose of developing 
competing software based on concepts, functions, or operations like those disclosed in 
the Software.  This clause shall survive the termination of this agreement indefinitely. 
 

2. CONFIDENTIAL INFORMATION. Licensee acknowledges that the Software and any and 
all information provided in connection therewith, is proprietary to, and forms part of, the 
confidential information of the Licensor or its licensors, as the case may be.  The Licensee 
hereby agrees to maintain all confidential information of the Licensor in strictest 
confidence, not to disclose same to any third party, and to use all reasonable measures to 
prevent any unauthorized disclosure of thereof. This protection shall continue in force 
for the period of this license agreement and thereafter for a further period of six years.  
 

3. INTELLECTUAL PROPERTY RIGHTS.  Licensee only acquires the right under this 
Agreement to use the Software and all intellectual property rights in Software and all 
derivatives, enhancements and modifications belong to and shall remain vested in the 
Licensor or its licensors, as the case may be. 

 
The Licensee undertakes not to copy the software nor otherwise reproduce nor allow a 
third party to do so, except to the extent and in the circumstances expressly required to 
be permitted by the Licensor by law, and to effect and maintain adequate security 
measures to safeguard the Software from access or use by any unauthorized person.  The 
Licensee shall notify the Licensor immediately if the Licensee becomes aware of any 
unauthorized use of the whole or any part of the Software by any person. 
 

4. WARRANTY.  All Software is provided "as is" without any express or implied warranty 
of any kind.  No liability is accepted by Licensor.  Under no circumstances shall Licensor 
be liable for any special, consequential, direct or indirect loss or damage including 
without limitation, loss of profits, loss of data or loss of business opportunity. 
 

5. LIABILITY.  Licensee shall be liable for any breach of this Agreement and any damage 
caused.  

 
6. TRANSACTIONS.  Once the Software has been activated, any person who has stored their 

biometric information on the device will be able to access accounts using the device.  
CREDIT UNION does not recommend using the Software if Licensee shares the device or 
allows others to use the Software.   Licensee is responsible for all transactions made using 
any form authentication stored on Licensee’s device, and these transaction(s) will be 
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considered authorized by Licensee even if the person conducting the transaction(s) did 
not have Licensee’s authority or exceeded Licensee’s authority. 

 
7. TECHNICAL SUPPORT.  For information or technical support for the Software please 

contact CREDIT UNION. 
 

8. MISCELLANEOUS.  The relationship between Licensor and Licensee is that of 
independent contractors.  The invalidity or unenforceability of any term of, or any right 
arising pursuant to, this Agreement for any reason whatsoever shall not affect the validity 
or enforceability of the remaining terms or rights which shall continue in full force and 
effect.  This Agreement shall constitute the entire extent of the Agreement between the 
parties regarding its subject matter and supersedes any prior agreement understanding, 
arrangement, statement or representation made between them whether oral or in 
writing. Licensee hereby acknowledges that unauthorized disclosure or use of Software 
may cause immediate and irreparable harm to Licensor.  Accordingly, Licensor will have 
the right to seek and obtain preliminary and final injunctive relief to enforce this 
Agreement in case of any actual or threatened breach, in addition to other rights and 
remedies that may be available to Licensor.  

 
9. NOTICES.  Any notices and other communications required or permitted to be given 

under this Agreement shall be in writing and delivered by mail or electronic means, and 
shall be effective when received, with evidence of receipt. 

 
10. LAW AND JURISIDICTION.  The construction, validity and performance of this 

Agreement is governed by the laws of the Commonwealth of Virginia. 

 

 

    

 


	MACObooklet
	MACO license agreement
	1. DAON IDENTITYX SOFTWARE LICENSES.
	Each Daon IdentityX Software License shall include the following:
	IdentityX Server Platform (includes Device/PIN authentication);
	IdentityX Fingerprint Biometrics;
	IdentityX Face Biometrics;
	IdentityX Voice Biometrics; and
	IdentityX Mobile Software Development Kits (SDKs).
	2. FEES, RE-PRICING AND PAYMENT.
	3. TERM AND TERMINATION.
	4. CONSENT AND COMPLIANCE; EULA.
	5. SECURITY.
	6. WARRANTIES AND INDEMNIFICATION.
	7. LIMITATION OF LIABILITY.
	Exhibit 1:   IDENTITYX AUTHENTICATION SOFTWARE EULA Terms
	IDENTITYX END USER LICENSE AGREEMENT



