INnstant Payments

Annotated with
feedback from

Conversations on Rules for RTP® Send fhe event

January 22, 2024



Instant Payments

Mark your
calendar!

Still confused about what RTP®
and FedNow?® are all about?

Intro to Instant Payments
Thursday, February 22
1:30-2:30 pm ET

JOIN THE CONVERSATION/




Topics for
Today's
Conversations

Sending via RTP®

_}"l lur‘_ .
3,.& Ihe ClearingHouse

=sReview of our Research So Far
= TCH Rules

= Components of the “Send”
Project

=Building the Send Experience
= A focus on the user interface

= Setting the rules — what do you
want us to build?



Prefurding Iz regatres, and Seied Loon cur ressarch we tellave that funding will Be through
Third pertes mach st coporwis Sreci? Urlors, ee Bhe TWaRTER TRSUTWITRTEE TG T Beguert
celcsletions, 1o cotporeies arw depping Ir 10 comgiete finding sns settiement on betrat of

Funding Component

e gvicra
¢ Pemscil atutom indemelly off perticioerts from ot aboct swenything.
Memm“““w::‘: Legal and Audit . ::;M-zmmml\ﬂl—mwhmhnmh
early ; rio g SeyToer
ntroducton PR ,mu.mlzv-tﬁ'“:“w, st :.m,mr.ee“‘“ v Unide 22 TOM for falcre £ have resecostie fit-Deses meauses 1 place o prwsert facd
(eal uma 93 ﬂ‘“m‘w utehe OTETEE T iy of 2023 BVE ot o pe 8  TOM b the ¥ %0 mud  f2r comphance with the rales.
sending t pay ests are Pk meambe"‘""o ne ACH 5f , normalizes B0 » TOM bun the susority 53 sweste s Ty sbiity o pecticioets o sny time
r'—"“"’““m FeaNOW™ =% N:M"““"uhm.m'ﬂw"'m" * Sorme BTP paymments srw usject 15 the New York LICE 4 for recafeng ard seecing.
l I Oeo e ato nave un(o‘e::‘:"_q potnor pernEr * TN has the sumorty i mudi particiunts and tind sty seeecs providens.
pors ““emuuml“m o » Partcipetts sre reguired £ da & mif audi srnsaly
.bﬂ" ,,m-.nm"“ ms“ﬂ“m w’:“.'“n\l * DO Wi provide perticipents wth thalr sccits to mest reguietony reguisments
o —— “M(w“,,gmcw » Surety tond required ir the wvart thare b o legel lnse with the sending sttuton
o ov“’"m"o”‘ aing and 3¢ pov approvel * Myt maintein en error Tenarve
pcument 2 270 o cearch 6 008 e\l"“““"md » Must mairtein an fermetion scurty Srogree b sccordunce with OCC Selivss 201116,

This & o5 n v
u!\‘n'ﬂ‘ﬁ""v:;w‘mmw"“m with an anrusl vk ssteanrent Iaciuding of spects of » genersl 54T sssesument,
‘ al I l I et . Paymen
appes 0 _ngal Timy
v of Sending = m‘"u“;: Lrracecus payrments erw gowerned by LOC-4s %or commertel peyments

at sty

Com o "m:w‘m‘m“ “M““m s Caompitance Componant * Compurer payments wos governed by the ITTA
ging and rece’ 4 1ne RTP rio » ParScpurt mut bave o wrtSer OTAC srogram by Cadgred morto tor
‘::-N ol requirements, . OFAC compliancs.
AnatiOn
O W a We Ne coff '°mu;mc« naw) * Must bave procashires remonatly designes So mest BSA/AML requiumerts.
. tadl v
I I igregn transd er PLwitn g
Mw\‘muh of accmh o * Settiemart il be heocies wits e mamarce of & Anceg sgeol. Dusd Lpen 20 eeercs
e '.he-,gﬂotf‘ilf-“’““"‘ Sattiomont Component we o not Sellews crecdt snicro will estelieh pre-tusding scoounts st the choses Sank of
» Can ool ""'“Em’ s for |“:—'“". Neow Yore but wili rethar sos thel corporie for meraging pre-funding reerves ung Sek
"H”ﬂrz\"“: wycoﬂ“"““ corparete sccourt dollecy. To Zete we only know of twa, incleding Carz One wns Vo,
» DI 050! a5 LI * 204 Wil provide b rpontx | the Hiring of these eports i not set in
8 Hw
Y ‘I:n AHones unhess T 11 st 84 wiore and will be detecrmined by TON
mmuﬂ"‘ R * No cut-off Srrw cen be satatinhed by w0 Tz we acw srticoating beancing may Seve
. prorte o cics ~accept ¥ o Sl
« Oncethe 1eCE pe anceied + Teas for penzivg arw sut Cut In the fee sctectile and are sctortatioaty wihirawe 4z Me
o Payment message © mm,wme'n“ Perticpet'c sccougnt ot w rete of 4.5 ceerts. Otter fees are feted for things such wr o reguent
or acth
s TCHCEn ™
o0 Tk x5 40 e e .
assumes 10 fine pAEOPTES

Both UCC4A and Reg E R N OO s
are the relevant e e et el el
regulations here, from

what we can tell so far

8

E
a
N
&

Mechaniem for OJ spprovel poior tn sens
Machenk for OFAL ar riegretics
for AETeETIRCLL TRCor2INg TARTIOAT SIORpER TR
Machenr for member fees
Ul for merrben vis frreizh

’.vnn wnd “E rechan BT

open.cuanswers.com/RT .



https://www.cuanswers.com/wp-content/uploads/RTPSend_ResearchSummary.pdf
https://open.cuanswers.com/RTP

Building an Interface for Send

=Mechanism for real-time fraud
monitoring

=Configuration and mechanism

for CU-desired restrictions

= CU-level, member-level, and
business employee-level controls

*Mechanism for CU approval

=Mechanism for OFAC scan
Integration

*Mechanism for indemnification
agreements/recording member
acceptance

sMechanism for member fees

Ul for members via online/mobile
banking

*Tracking and analytics mechanisms



Something to
consider..

What if we started with
something your CU
could use to pay third
parties via RTP, before
building something
members would use?



Fraud Monitoring

=Does anyone know what “real time fraud What do you need
monitoring” means? us to build?

=Multi-factor authentication controls?

*Fraud/risk screening for members who can

use the service?
» To “enroll” only? For each transaction?

=Are there vendors to bring to the table?

» Does anyone understand what they do and how
they do it?

=Block lists for certain recipients?



Fraud Monitoring
T

=Does anyone know what “real time fraud
monitoring” means? YOUR FEEDBACK

=Multi-factor authentication controls? * Allow CU to review requests from
first-time senders then block if

*Fraud/risk screening for members who can \ needed
use the service? » Block IP addresses and/or block by
country

» To “enroll” only? For each transaction? (Per our TCH contact nothing
: should be leaving the country at
=Are there vendors to bring to the table? this point) I g
= Does anyone understand what they do and how  Review/replicate the rules Jack
they do it? Henry uses for bill pay fraud

* MFA is crucial, both at login and

=Block lists for certain recipients? when initiating RTP

— .




OFAC Scans
T

Do members need to be scanned more than What do you need

they already are? us to build?

= OFAC scanning is done weekly for all members, + on
demand in many places in CU*BASE

=Scanning recipients?
» What data do we need to gather?
= What happens if we get a suspected match?




OFAC Scans
T

=Do members need to be scanned more than

they already are?

= OFAC scanning is done weekly for all members, + on YOUR FEEDBACK
demand in many places in CU*BASE
. o  Our research shows FIs depend on
=Scanning recipients? \ other Fls scanning their own

= What data do we need to gather? customer through OFAC (“reliance

« What h e if ¢ ted match? on compliance”)
at happens if we get a suspected matc * Would like recipient name run

through OFAC; if suspect match,
just tell member “cannot be
completed at this time” and have
them contact the CU




Indemnification/Member Acceptance

=*What if a member fat-fingers the recipient’s What do you need
account #? us to build?

=Blanket indemnification to participate,
agreement each time a transaction is posted,
or both?

=Delivery mechanism?

= What are the tracking requirements for members
accepting this?




Indemnification/Member Acceptance
-

=*What if a member fat-fingers the recipient’s
account #? YOUR FEEDBACK

=Blanket indemnification to participate, « Want initial agreement when

agreement each time a transaction is posted,\ member “enrolls” but also

or both? additional disclosures/warnings
when each transaction is sent

» Asked CUs to provide examples of
good wording; one example
provided was: “This transaction
cannot be rescinded; you are
responsible for knowing the correct
RT & Acct #. CU will not be held
responsible.”

=Delivery mechanism?

= What are the tracking requirements for members
accepting this?




Fees

=You pay only for originated transactions What do you need
item | TCH Fee | Our Fee* _ us to build?
Sent item $0.045  $0.05

Request for payment $0.01 TBD
Remittance advice $0.01 TBD

*Waived for 2024

*What options do you need for charging fees to members? .’
= What about tracking fees?

=What about waivers?
= Relationship?
= Age?
= Aggregate balance?
= Other??



Fees
e

*You pay only for originated transactions

ltem | TCH Fee | Our Fee*

Sent item $0.045  $0.05 YOUR FEEDBACK

Request for payment $0.01 TBD c s Tt €L
. t that

Remittance advice $0.01 TBD \ OISENISUS SEEMEE 20 be T >

are planning not to charge for this
*Waived for 2024 service, since members are just

. . moving their own money
*What options do you need for charging fees to | « Ifwe do a fee at all, would be % of

= What about tracking fees? transfer amount (but would prefer

: not to have to build any fee
*What about waivers? mechanism if we don’t need to!)
= Relationship?

= Age? /
= Aggregate balance? e
= Other??




Config for Restrictions: Which members can send?

=Length of membership? What do you need

ild?
*Member in Good Standing / Electronic Deposit Hold us to build:

Group assignment?
=Tiered Service level?

=Block list for “denied” members?
OR
Enrollment requirement for “approved” members?

=For business banking, employee-level controls?
"Replicate the new RDC auto-enrollment rules?

=Exceptions based on due diligence flag?



Config for Restrictions: Which members can send?

0 ToXs
Length of membership: YOUR FEEDBACK

*Member in Good Standing / Electronic Deposit | Did not get a clear direction of

Group assignment? enrollment vs. allow all and block

as needed, but do want block
capabilities for abusers

. " - « Some CUs liked using RDC auto-
=Block list for “denied” members? enroll rules (or even gombimng
OR them into a single set of rules) but

Enrollment requirement for “approved” member, most wanted flexibility
 Some CUs liked the A2A model of

=Tiered Service level? AN
N\

=For business banking, employee-level controls? having the CU do the initial
vetting, then let the member loose
"Replicate the new RDC auto-enrollment rules? from there

- *» Some CUs feel like MFA controls
=Exceptions based on due diligence flag? " and trans limits are plenty




Config for Restrictions: Which transactions to allow?

=Maximum $ amount? What do you need
= Per transaction? Per day? Per month/other period? us to build?

=Maximum # transfers?
» Per day? Per month/other period?

=Per acct base or SSN/TIN?

= Per employee for business banking?

=Time of day restrictions?
= |s these even allowed?

=CU vs. member controls
» PIB controls that a member can change?

= Can members go higher can CU settings? Lower
only?



Config for Restrictions: Which transactions to allow?

=Maximum $ amount? YOUR FEEDBACK

= Per transaction? Per day? Per month/other period?
Want both CU default limits & mbr-

sMaximum # transfers? level overrides (higher or lower)
= Per day? Per month/other period? Didn't get clear direction on the time

\ periods other than per transaction
=Per acct base or SSN/TIN?

Track velocity for fraud (limit # of
= Per employee for business banking?

transactions in xx minutes)
* Limits at the acct base level (i.e., if two
=Time of day restrictions? membershipfs,, each can transfer up to
. |s th I 47 the max), or investigate at IP address
> these even atiowed: level (who's doing the transaction)

=CU vs. member controls « Different limits for first xx days after
) enrollment, then increase

= PIB controls that a member can change? ~+ Add “security PIN" mbr would need to

= Can members go higher can CU settings? Lower enter (use the PIB confirm code)
only? \




CU Approvals
-

For member transactions What do you need

ild?
*Build a queue for CUs to approve? us to build:

» Only during certain hours?
= Just for over $x?
= Waive member fees?

=*|f over max $ or #?
» Reject outright?
* Place in the queue?

For credit union transactions

=Secondary employee approval?



CU Approvals
-

For member transactions

*Build a queue for CUs to approve?

» Only during certain hours? YOUR EEEDBACK
= Just for over $x?
= Waive member fees? \ * |dea of queue didn’t seem
popular; most CUs want this to be
=|f over max $ or #? completely self-serve
= Reject outright?  |f over max, just reject ("we're

worry, this transaction cannot be
completed”) and have the member
call the CU

* Place in the queue?
For credit union transactions

=Secondary employee approval?




User Interface

=CU*BASE tool for CUs to send on behalf of What do you need
the CU? us to build?

» Settlement with third parties?
= Paying your bills?

=For members via online/mobile banking?

*Do CU employees need to be able to send on
behalf of members?




User Interface

=CU*BASE tool for CUs to send on behalf of
the CU?

» Settlement with third parties?
= Paying your bills?

=For members via online/mobile banking? \

*Do CU employees need to be able to send on
behalf of members?

YOUR FEEDBACK

Do not want CU employees to be
able to do this on behalf of
members

Use cases for a CU version of this
included mortgage closings and
sending funds to car dealers

Could consider adding a feature to
loan disbursements tool (with
appropriate employee-level
controls) to send funds via RTP




Can member Is amount Validate R&T OFAC scan Fees

send? allowed?
* Block/enroll « Available * Is the Fl on * |s recipient « Where to get
list funds the RTP rail? on the OFAC the fee, are
« Other rules « RTP list? funds
maximums available?
Other trans info Submit to TCH Response from Post to member
TCH
* Receiver * Pass or fail « Withdrawal
name, acct, « Fee
other info |

Disclosures &
warnings
would go here

|deas for the User Interface Flow




Can member s amount Validate R&T OFAC scan Fees

send? allowed?
« Block/enroll « Available * s the Fl on * |s recipient » Where to get
list funds the RTP rail? on the OFAC the fee, are
 Other rules « RTP list? funds
maximup available?

Most of this initial N
vetting and fraud
management could be
done as part of our

Reminder: A2A requires initial ‘
vetting by CU, then member

e Submit to TCH can send as desired (within  post to member
eX|St|ng AZA Tl‘anSfel"S Conﬁg'd max $ amts)
feature '
. e Pass or falil t « Withdrawal
» Fee

Alternate Idea:
Use our existing A2A Infrastructure?




Success Ze A Success

YOUR FEEDBACK ' CreditUnion it

. / Quick Transfer < Quick Transfer
e Some CUs liked

this idea, others Yeansfer From RESR DI
don't Wa nt a N 000 SAVINGS: 34,000.03 W PR

initial CU- S80.00

. T f
vetting process i
\\ // BILL'S ACCOUNT v 000 SAVINGS: $4,000.03

ransfer To

Amount BILL'S ACCOUNT

Imagine a ‘ Sl
“Send
Insta ntly" Memo — Optional
option...

Memo

Note: If you authorize this transfer, an 0
electronic transaction will be initiated with 5 W|th d
u your other financial institution. This cannot

be cancelled by the credit union. You should d Iffe re nt fee fo r

expect to see the funds in the "Transfer To"

account within 3 business days. The timing RTP VS. AC H

may vary depending on the institution. .
[ ]

This transfer is subject to the following fee(s):

e $1.00 A2A TRANSFER W/D FEE

Alternate Idea:
Use our existing A2A Infrastructure?

[] 1authorize this transaction.



Notifications

=To sender upon post? What do you need
= What “to” and "from” email address? us to build?
= Other method?

=To recipient upon post?
» What “to” and "from” email address?
= Other method?

*To CU upon post?
= What “to” and "from” email address?
= Other method?



Notifications

=To sender upon post?
= What “to” and "from” email address?
= Other method?

=To recipient upon post?

= What “to” and "from” email address? \

= Other method? YOUR FEEDBACK
=To CU upon post? *  Will need further discussion

= What “to” and "from” email address?
s Other method?




Tracking and Analytics
T

=CU*BASE uses a unique origin code What do you need
= RTP = 40 us to build?
* FedNow = 41

=Tools we have now
» Tool #867 Transaction Count by Origin
» Tool #1120 Daily GL/Trans Activity Validation
» Tool #866 Transaction Activity Summary Comparison
» Tool #865 Transaction Activity by Branch

» Tool #537 Monitor Abnormal Transaction Activity
(and Tool #1071 Abnormal Activity Monitoring Config)

=*What else might you need?



Tracking and Analytics
-

=CU*BASE uses a unique origin code
= RTP = 40
* FedNow = 41

=Tools we have now
» Tool #867 Transaction Count by Origin \
» Tool #1120 Daily GL/Trans Activity Validation YOUR FEEDBACK
» Tool #866 Transaction Activity Summary Comparison
» Tool #865 Transaction Activity by Branch

» Tool #537 Monitor Abnormal Transaction Activity
(and Tool #1071 Abnormal Activity Monitoring Config)

*  Will need further discussion

*What else might you need?




What's next?

1.

Compile these requests into a
spec, work up some preliminary
Ul design ideas

Review with programming team
for any technical challenges, make
decisions on what will make the
first cut

Follow-up “Conversations on
Instant Payments” event to get
additional CU feedback



What's next?

OTHER MISCELLANEOUS FEEDBACK

» CU*Answers is working on the project to add multi-
factor authentication to OLB login (target is 24.05
release)

« MFA will also be added to the RTP Send process

* We have had preliminary conversations about
adding individual logins per account (for spouse,
etc.) controlled by the primary member; whatever we
do in that direction, however, will likely not happen
before RTP Send tools are built




Thanks for your
feedback!

ope to see you
again on Feb 22nd!

Hope t y

A CU*Answers Collaboration Group
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