CU’ANSWERS

A CREDIT UNION SERVICE ORGANIZATION

Staying In the Loop

About Disaster Recovery and High Availability

June 9, 2010

Inside:

Creating a Plan for
Disaster Recovery

What Has Been 2
Done Lately?

Creating a Plan for Disaster Recovery

You may already be
aware that CU*Answers
has developed a
comprehensive Disaster
Recovery plan, but did
you know that we are
constantly reevaluating
what we think is most
important to you and
your members in the

event of a disaster?

This page is intended to
keep you up to date on
all things Disaster
Recovery related,
including how
we’ve planned for
the present, and
how we plan to
protect for the
future. We hope
you will gain from
this page an
understanding of
what CU*Answers

finds critical to

your business, and how
we are continuously
working to make our
responses smoother,
more predictable and
easier on you and your

members.

Most recently, this has
meant evaluating our
recovery capabilities

for It’s Me 247!

( Disaster Planning : CU*Answers - Windows Internet Explorer.

Here’s what you will find
on this page:
« What is covered by the

CU*Answers Disaster
Recovery plan?

¢ What is Production
Redundancy?

« How does this affect
my Credit Union?

o What is Rolling Over?

= How can | keep track
of what’s coming
down the road?
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doesn't, and explain some common terms.

Why have a plan?

Let's face it: if a disaster happens, things will be chaotic with or without 3 plan. Plans allow us to
organize our thoughts and actions before the disaster strikes, which should make responses smoother,
more predictable, and hopefully less chaotic than if no plan existed.

Everyone tries to make their disaster plan as

Docs & Information comprehensive as possible, but of course there's no way
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you don't live near a floodplain!

Simplifying the CU*Answers Disaster Plan

Like any organization’s disaster plan, the CU*Answers Disaster Recovery and Contingency Plan ("the

Plan”) is a complex document that includes policies, procedures, instructions, checklists and standards
to assist us in handling our operations in the event of a catastrophic disaster.

Let us demystify the plan 3 bit by providing a simple, broad overview of what our plan covers, what it

would happen, let alone prepared for it with all the
expense required to develop, audit, and test a plan. The
probability of it occurring is so low, and the costs so high, it

Similarly, the best of use of your disaster recovery dollars is

probably not cost effective to take out flood insurance if

The next GOLD updates are
currently scheduled for:

http://lcuanswers.com/client_disasterPlanning.php
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Find out more about High Availability

Read about System Availability

Check out the results of our latest HA Role-Swap Gap Analysis

=
=
= Monitor the timeline of tests planned and performed
=
=

Pull reports for our annual tests over the past 4 years

Check out this valuable resource today...and stay in the loop!

What Has Been Done Lately?

We want to keep you up
to date on our High
Availability  Role-Swap
Gap Analyses! A few
times a year we will
assess our High
Availability (HA)
capabilities by

processing live from the

HA backup system. In
so doing, we can assess
how the system will
handle processing in the

event of an emergency

recent switch to a new
System i production

box.

Read through and find

rollover situation. Most out more about how

this and past tests

recently we performed
a test in May 2010 in

preparation for our

went... but don’t forget
to check back!
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Summary

As part of a robust business recovery framework, CUAnswers
regularly assesses its High Availability (HA) capabilities by isaster Recovery Gap
rforming a role-swap and processing live from the High 2_,'*
Availability backup system. We do this to assess our normal
operational capabilties in a rollover situation and to test
TnTHis SrIE communications with third party vendors.

Download the latest Disaster
Recovery Gap Analysis

ZUER AT Ty At 9:00PM EST on Sunday October 18, 2009 CU*Answers
transferred production over to the HA system and conducted
operations from that system until rolling back on the evening of
Wednesday, October 21, 2009 at 9:00PM EST. C L
testing with third party vendors was conducted on Monday through = October 18, 2009 Report =
Wednesday during that period. « April 19, 2009 Report =«

* September 28, 2008
Report =

Disaster Planning Challenges
a. Ourinitial role-swap event was scheduled for 9/13/09. The | » March 18, 2008 Report ==
event was postponed when, after applying application = February 21, 2008 Report =
Updates to the replication system, we experienced Sefious  + September 16, 2007
delays in replication during end-of-month processing prior to %
the test. We worked with the replication software vendor, =
Itera, and applied further updates in September. After Hiresife<p0r Arwert
testing, we were comfortable in rescheduling the role-swap ~ * March 11, 2007 Report -«
event for October 18 - October 21, 2009. = January 21, 2007 Report =
b. There were issues in bringing up jobs under ISOSTR for = November 11,2006

& @ memet

http://lcuanswers.com/hagapanalysis.php
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