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Please complete the following form to sign-up for EncryptionPAK and (recommended) VPN Backup.  Email completed form to support@wesconet.com or fax to 616-285-5735.


[bookmark: RequestDate]Date: 	     			
[bookmark: Text1][bookmark: Text2]Credit Union Name:	     	CU ID:		     

[bookmark: RequestedBy][bookmark: Text3]Technical Contact:	     	Daytime Phone:	     
[bookmark: Text4][bookmark: Text9]Contact Email:	     	After Hours: 	     

Primary Encryption:
	EncryptionPAK will provide encryption over your primary connection to CU*Answers.  This encryption is required for the VPN backup below.  Please verify that you meet the following requirements:

[bookmark: Check1]	|_| Router is Cisco 2811 or better with Advanced IP Services. 
[bookmark: Check2]	|_| Primary connectivity to CU*Answers is over MPLS (“CU*NextNet”)

If you have questions about either of the above requirements, please contact support@wesconet.com or call 866-458-1174, option 1, option 1.



VPN Backup:
	EncryptionPAK can optionally provide a backup connection to CU*Answers via an encrypted connection over the public Internet.  This is strongly recommended and will automatically failover in the case of an outage of your primary connection.  Encryption on your primary connection is required for VPN backup.

To sign up for VPN backup, please verify that you meet the following requirements:
[bookmark: Check3][bookmark: Text5]	|_| High speed always-on Internet connection (Provider:      )
[bookmark: Check4][bookmark: Text6]	|_| Static IP address for Internet Connection:      

[bookmark: Check5]Firewall changes may need to be made in order to enable the connection.  If your firewall is managed by WESCONet, we will make these changes for you.  If your firewall is self-managed or is contracted to a third party, they will need to make these changes:
	|_| Host 63.236.240.42/32 is routed out Internet connection.
[bookmark: Check6]	|_| Ports UDP 500 and UDP 4500 are allowed outbound from CU*Answers router.

[bookmark: Text10]Firewall Management Provider (e.g. WESCONet, self-managed, etc):      



Please read and agree to the following:
[bookmark: Check7]|_| I elect to have CU*Answers/WESCO Net implement encryption and VPN backup for my connection.  While there is no charge for the initial configuration, I acknowledge that there will be a $100 charge for reconfiguration per occurrence if my IP addresses changes.  I further acknowledge that the VPN backup provides an additional layer of redundancy, but cannot protect me from all possible outages.  I verify that I have the authority to make this decision on behalf of the credit union.

[bookmark: Text7]Credit Union Name:	     
[bookmark: Text8]Submitter’s Name:	     
Signature (unless submitting electronically): _________________________________________
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