SAMPLE SCRIPT FOR CALL CENTER STAFF
Submitted by: Western Districts Members Credit Union

Contact: Dave Keim, CEO (dkeim@wdmcu.org)

Hi Mr/Ms Member:

This is ________  from ABC Credit Union – I am calling in regards to your Debit/ATM Card.   We have been notified that your Debit/ATM may have been compromised.  (As part of the recent Heartland Corporation disclosure of a security breach within their system, in October 2008. )  The card that has shown up as a potential problem is one with the numbers ending XXXX (last 4 numbers on card)

We are calling to notify you of this potential problem.  We are suggesting that you allow us to “Hot Card” that Debit/ATM Card ending in XXXX immediately and re-issue a new card and PIN.

Turnaround time:

Your new card will take approximately a week to 10 days to be re-issued, you will also be issued a new PIN#.  It is important that once you receive your new Debit/ATM card that you immediately activate (per enclosed instruction).  PIN# will be sent under a separate mailing – so be on the look-out for it

Request that they:

· Review current account balances and transaction for any unusual activity.

· Check out www.2008breach.com (Heartland website for more information on incident)
Remind members that:

· Card was on a list of possible cards that could be compromised (Debit/ATM numbers only)

· We have been informed that no other personal information was believed to be compromised (SS#, Birth Dates, other account information)

· ABCCU is requesting that “Hot Carding” of debit/ATM Card as a precautionary/proactive action for our members protection.  

· No Charge for this new card re-issue or replacement checks

Ask members if they will need some replacement checks during this re-issue period (we can print-off and mail or member can stop in to our CU for them immediately) 
For out of town members will overnight these checks if they have the ability to sign for them when received (via FEDEX)
Or they can continue to pay their bills through our Bill Pay program through our Home Banking site.

Staff:

· Note date, time, and approval in a CU*BASE Tracker. 

· If Checks are issued please note, if overnighted etc.  

· Order cards while member is on phone immediately.

· Contact: CU Management if  a problem is found.

If leaving message on phone voicemail:  Identify yourself by name from ABCCU and that we (name of member) to contact us immediately.  Leave phone number with extension.

